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Bhardwaj et al. (2024) indicate that the
monitoring and managing all parts of urban life
are possible through creating comprehensive
digital platform by using [oT. According to Singh
et al. (2022), integration of IoT with artificial
intelligence systems leads to an increase in the
accuracy of traffics flow forecasting as well as
optimal operation of municipal services. Bajpai et
al. (2024) demonstrated that proper use of IoT
technologies in air quality and water supply
monitoring systems can significantly reduce the
resource losses and improve the city’s
environmental situation. In their work, Omrany et
al. (2024) study the obstacles towards the large-
scale execution of IoT in urban infrastructure,
namely the obstacles of platform interoperability,
cybersecurity, and digital inequality.

The aim of the study is to conduct a systemic
analysis of the effect of Internet of Things (IoT)
technologies on the city development and city
infrastructure, find out key areas for incorporating
IoT solutions to the systems of wurban
management, and suggest ways for improving the
effectiveness and the security in IoT usage in the
city. The research hypothesis posits that IoT
technologies can be positioned as an effective tool
for optimizing urban systems. The following tasks
were set for this goal: defining main service areas
of IoT in the city, technological trend and obstacle
in realization of IoT solution, the role of IoT in
promoting an urban infrastructure potential usage
for the purpose of sustainable development of
urban infrastructure, and the directions of the
further research in this field.

Literature review

Further studies took place in relation with the
Internet of Things (IoT) and on the operation of a
smart city through the study of introducing
network of sensors, artificial intelligence and
blockchain, which help to increase the efficiency
of urban infrastructure as well as strengthen
transparency in government (Alam et al. 2024,
Bajpai et al. 2024; Guo, Huang, and Xu 2024;
Sehgal, Saxena, and Shah 2025). Indeed, key
challenges in the use of IoT platforms include
cybersecurity, data privacy and lack of unified
technical standards (Aga et al. 2024; Chmyr et al.
2023; Soleimani Borujerdi, Sanahmadi, and
Abdollahi Azgomi 2025; Ullo and Sinha 2020).
The works of Bajpai et al. 2024; Sunny et al.
(2020) study the aspects of application of IoT for
air quality monitoring, transport management and
energy consumption optimization, giving an

opportunity to reduce the environmental loading.
The importance of comprehensive approach
towards smart cities along with the integration of
IoT with Big data technologies, 5G
communications technologies and the cloud
computing is emphasized in Omrany et al. (2024);
Rai et al. (2023).

Jacques et al. (2024) investigate the adoption
of smart city actions into urban planning, in terms
of management of urban environment through
thematic areas. In addition, they discuss the need
for strategic planning and policy development
aimed to structure the inclusion of digital
technologies in the urban environment (Jacques et
al. 2024).

Finally, a separate block of research is
dedicated to the advantages of the implementation
of [oT in the urban environment — a rapid rise of
investment in the digital infrastructure,
improvement of the quality of life, and increase in
the number of opportunities for entrepreneurship
(Quasim et al. 2023; Setiawan et al. 2022; Li
2023; Havrysh et al. 2020; Jiang 2020). Secondly,
as Malik et al. (2021); Sehgal, Saxena, and Shah
(2025) note, implementation of IoT can entail
increasing cities’ dependence on technology
providers and digital inequality, as well as an
abuse of personal data.

Liu et al. (2023) consider the role of IoT in
building smart healthcare systems. Duguma and
Bai (2024) explore the potential of IoT in
increasing the efficiency of agricultural
production through monitoring soil conditions,
weather and automation of irrigation systems,
which is also relevant for agglomerations where
maintaining food security is a priority.

The issues of ensuring energy efficiency and
reliability of urban systems through the use of
smart grids and IoT solutions are highlighted in
the works of Havrysh et al. (2020); Soleimani
Borujerdi, Sanahmadi, and Abdollahi Azgomi
(2025). Dotsenko and Batsurovska (2022)
considers the degree to which lifelong learning
can be applied to the training of energy engineers
in relation to the necessity of developing digital
competencies in working with ToT systems,
which, in turn, are becoming widespread in the
urban infrastructure and energy sectors. STEM
study is an important part of training future
engineers in the digital age and development of
competencies to enter modern technological
reality (Onitinuk et al. 2020; Bhardwaj et al.
2024). Wirtz (2024) looks at the digital
transformation of business using IoT and, in
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particular, shows the importance of IoT both for
smart cities and as a tool to develop new business
models.

Although smart cities have done much in
practice in IoT market implementations, issues of
integrated unity of different technology platforms,
and reliable data protection in the face of
increasing the number of connected devices and
cyber challenges, have yet to be solved.

Methods

The analysis method was used in the research to
evaluate the trends of IoTex solutions
implementation in smart cities and also scientific
publications, reports of international analytical
agencies, and forecasts of the industry research.
Processing of the data was carried out by
systematization and generalization methods to
determine the main development areas of Internet
of Things technologies in urban infrastructure,
identify problems, and prospects for future
implementation. The dynamics of global
investments in IoT for smart cities were paid
special attention to enabling the assessment of the
level of interest of governments, municipalities
and business for development of digital solutions
for urban management.

The deployment of IoT in smart infrastructure
is being carried out through modern approaches as
decentralized computing, artificial intelligence
and resilient communication network building.

1. Choose a centralized, edge, or fog computing.
It helps to improve the transportation system
management, decrease the network load, and
enable more timely response to the changing
urban situations.

2. Artificial Intelligence (Al) and Machine
Learning (ML) for Urban Analytics.
Nowadays, Al and ML algorithms are
becoming integrated into urban IoT systems to
predict the infrastructure loads, optimize
energy consuming, and enhance safety.

3. Blockchain enables the Mettle to enhance loT
security. An important aspect of IoT security
in smart cities is chain, blockchain. This will
make it possible for transaction data to be
stored in an immutable way so as to insure
transparency and reliability of information.

4. The communication infrastructure: 5G and
LPWAN. A reliable communication network
is necessary for the effectual working of urban

IoT solutions. Devices with low power
consumption such as sensors in water supply
and energy, which at the same time use
LPWAN (Low Power Wide Area Network)
solutions, including LoRaWAN and NB-IoT.

5. Smart resource management and urban
services. The water supply system uses [oT to
pinpoint, monitor, and detect leaks and
pipeline condition in real time.

6. Smart transport and mobility digital
infrastructure. Autonomous vehicles and car
sharing also utilize IoT which helps in the
development of sustainable mobility and in
the reduction of CO, emissions.

Results and discussion

The modern cities are facing huge challenges. It
enables operation monitoring, forecasting and
optimization of key city systems’ operation, that
increase the efficiency of management process
and improve the quality of residents’ life (Okafor,
Alghorani, and Delaney 2020).

Such approaches allow for timely detection of
emergency situations, optimization of logistics,
reduction of energy consumption and increase of
security at the city level (Bajpai et al. 2024). The
table below summarizes the main directions of
implementation of IoT solutions.

Table 1. The impact of IoT solutions on the efficiency
of urban systems management

Scope of IoT solutions Impact on
implementation efficiency
Resource Smart water Reducing resource
management meters, garbage losses, optimizing
(water, waste) tank filling waste collection

schedules,
increasing control

Sensors,
automated leak

monitoring over consumption
systems (Bajpai et al. 2024)
Transportation Intelligent Reducing
systems traffic congestion,
management optimizing routes,
systems, increasing transport
parking lot accessibility (Alam
sensors, public et al. 2024)
transport
monitoring
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Scope of
implementation

IoT solutions

Impact on
efficiency

Energy networks

Smart Grids,
load
forecasting
systems,
integration of
renewable
energy sources

Increasing the
stability of energy
supply, reducing
losses, balancing
energy consumption
(Sehgal, Saxena, and
Shah 2025)

Security systems

Video
surveillance
networks with
analytics, air
quality
monitoring
sensors,
emergency
notification
systems

Improving public
safety, responding
quickly to threats,
monitoring
environmental
indicators (Guo,
Huang, and Xu
2024)

Improving the quality of services for
the population

s

Monitoring air quality, noise
pollution and other environmental
indicators allows you to quickly
respond to changes and form
environmental policy

Intelligent transportation systems
reduce travel time by providing
accurate information about traffic
and road conditions

Thanks to smart meters, citizens

receive accurate data on water, gas
and electricity consumption, which
stimulates the economical use of
resources.

Figure 1. Socio-economic aspects

Source: Created by authors based on (Bajpai et al. 2024;
Alam et al. 2024; Sehgal, Saxena, and Shah 2025; Guo,
Huang, and Xu 2024).

The introduction of intelligent sensors, smart
meters and automated data processing systems
creates conditions for the efficient use of
resources and ensures timely detection of critical
situations. Figure 1 presents a generalized
diagram of the main socio-economic aspects of
the implementation of IoT in smart cities, which
reflects the relationship between the digitalization
of urban infrastructure, improving the quality of
life, creating new jobs and developing an
innovative business environment.

Economic benefits

According to the Smart Cities
Market Report 2024, total
investment in IoT solutions for smart
cities reached $190 billion in 2024,
with a projected growth to $320

( According to McKinsey estimates, )
implementing IoT into urban
infrastructure can reduce operating
costs for managing utility systems by
up to 25%.

According to the European
Commission, the implementation of
smart grids reduces electricity losses

in urban systems by 10-15%.

Source: Created by authors based on (Bajpai et al. 2024; Alam et al. 2024; Sehgal, Saxena, and Shah 2025).

Attracting funding is a key factor in scaling
such projects, as the creation of smart monitoring,
management and analytics systems requires
significant capital investments (BospuroBa and
brukoscrka 2020; Liideke-Freund 2020). Global

investments in this arca demonstrate dynamic
growth, reflecting the growing interest of
governments, municipalities and the private
sector in the development of innovative urban
technologies (Ighalo, Adeniyi, and Marques
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2021; Salam 2020). To analyze the dynamics of
investments (figure 2), data from reports of
international analytical agencies, scientific
publications and industry research forecasts were
used. The collected data were processed using
comparative analysis methods.

Special attention is paid to the structure of
investments by direction.

Investments ($ billion)

| 4

230

= 2022
= 2023
= 2024
» 2025 (prognosis)
® 2026 (prognosis)
® 2027 (prognosis)

Figure 2. Global investment in IoT for smart cities ($ billion)
Source: Created by authors based on Alam et al. (2024); Bajpai et al. (2024); Sehgal, Saxena, and Shah (2025)

Analysis of the presented data indicates a
steady growth trend in global investments in
recent years. In particular, in the period from 2020
to 2024, the volume of financing almost doubled
- from approximately $ 120 billion in 2020 to over
$ 230 billion in 2024. The average annual growth
rate of investments is about 15-17%, which
indicates a high level of interest from public and
private investors. A particularly noticeable
acceleration of investment processes was
recorded in 2023-2024, when investment volumes

increased by $ 28 billion compared to the previous
year.

Not without attention is the reduction of
emissions and energy consumption. Smart
lighting (automatic brightness adjustment based
on the level of lighting and movement) reduces
the energy consumption of lighting systems by up
to 35% (Omrany et al. 2024; Nizeti¢ et al. 2020).

Figure 3 shows the dynamics of reducing CO2
emissions in cities that are actively implementing
10T systems.
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Reduction of CO-, %.

Tokyo I 1 5%
Copenhagen . 2 2%
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Figure 3. CO: emission reduction in cities with developed IoT systems (% of baseline)
Source: created by authors based on Bajpai et al. (2024); Guo, Huang, and Xu (2024); Omrany et al. (2024).

Analysis of numerical data shows that the
implementation of IoT solutions allows achieving
an average reduction in CO: emissions of 15-
20%. The highest indicators were achieved in
cities with an integrated approach to smart
transport management, where emissions are
reduced by up to 22% compared to the baseline.
In cities where IoT is used mainly for energy
monitoring, the level of emission reduction is
about 12-14%. In general, in cities with a high

level of digitalization, an average reduction in
CO: emissions of 18% was achieved.

The integration of sensors, smart meters,
video surveillance cameras, air quality and energy
consumption monitoring systems create a single
information environment for analyzing and
forecasting urban processes. Figure 4 shows the
projected growth dynamics of the number of
connected IoT devices in urban infrastructures by
2025.

Number of devices (million)

2022
m2023
m2024
M 2025 (prognosis)

Figure 4. Number of connected IoT devices in cities by 2025 (million units)
Source: Created by authors based on Omrany et al. (2024); Alam et al. (2024); Guo, Huang, and Xu (2024); Bajpai

et al. (2024).

358



Dmytro Komyshev, Sergii Bataiev, Mykola Madinov, Hryhorii Dzhevaha, Artem Semenovsky:
Using the Internet of Things (loT) technology to transform urban systems and related solutions

Analysis of the presented data shows the
rapidly growing. If in 2020 this figure was about
380 million devices, then according to forecasts
by the end of 2025 their number will exceed 800
million units. In five years, the increase is more
than 110%, which indicates an accelerated digital
transformation of urban spaces. The greatest
growth is observed in the segment of
environmental monitoring systems, intelligent
transport and smart energy grids, where the
number of devices is growing by an average of 18-
22% each year.

The IoT forms the basis for digital ecosystems
of smart cities, integrating infrastructure,
economic processes into a single information
space.

Key threats include cybersecurity issues, data
protection, technical limitations, lack of common
standards and social risks associated with citizens'
trust in new technologies (Aga et al. 2024; Sehgal,
Saxena, and Shah 2025). In view of this, a
comprehensive risk assessment and development
of multi-layered protection systems are necessary
at the design and implementation stage of IoT
solutions.

Risk
category

Description

Consequences

Reliability of
equipment
and networks

Limited sensor
lifespan, data
transmission
errors, failures in
cloud processing
systems

Data loss or
corruption,
incorrect
management
decisions, reduced
trust in systems
(Soleimani
Borujerdi,
Sanahmadi, and
Abdollahi Azgomi
2025)

Ethical and
social risks

Constant
monitoring of
citizens, risks of
"digital
discrimination",
formation of a
"social rating

Deterioration of
social trust,
protest moods,
blocking of new
initiatives (Chmyr
et al. 2023)

system"
Financial High cost of Unjustified costs,
risks infrastructure corruption risks,

modernization,
dependence on
technology
suppliers

financial
instability of
municipalities
(Omrany et al.
2024)

Table 2. Main challenges and risks of implementing
IoT in urban infrastructure

Risk
category

Description

Consequences

Cybersecurity Vulnerability of

Seizing control

IoT devices to over urban
hacker attacks, lighting,
insufficient level transportation, or
of protection of energy grid

communication
channels, lack of
security updates

systems, creating
chaos and man-
made threats (Aga

et al. 2024)
Data Accumulation of Leakage of
protection huge amounts of confidential

and privacy

citizens' personal
data, lack of
anonymization and
access control

information, data
misuse, formation
of “digital
profiles” without

mechanisms the consent of
residents (Alam
2023)
Lack of Fragmentation of  Inability to create
uniform approaches to a single urban
technical building IoT system, increasing
standards networks, use of integration costs
incompatible (Sehgal, Saxena,

equipment and
communication
protocols

and Shah 2025)

Source: Created by the author based on Omrany et al.
(2024); Aga et al. (2024); Alam (2023); Sehgal,
Saxena, and Shah (2025); Soleimani Borujerdi,
Sanahmadi, and Abdollahi Azgomi (2025); Chmyr et
al. (2023).

Social factors play a separate role - the level
of trust of citizens in monitoring systems,
awareness of the collection and processing of
their data, as well as ethical issues related to the
formation of digital profiles and their use for
making management decisions.

Case Study: Using IoT in a Smart City
Singapore. Singapore is one of the world’s
leading cities in implementing [oT technologies to
develop wurban infrastructure. Through a
comprehensive approach to digital
transformation, the city has integrated IoT
solutions into transportation systems, energy
management, healthcare, and security (Sim and
Lee 2022; Caburn Telecom 2023).

1. Transport and mobility. Traffic monitoring is
done in real time, through an Intelligent
Transport System (ITS) which is a
Singaporean implementation wusing IoT
sensors. Using sensors, GPS navigators and
cameras the artificial intelligence works to
optimize traffic lights and public transport
route.
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2. Smart energy consumption. Members of the
Smart Nation project in Singapore have
invented IoT to realize energy efficiency. The
city is also working to develop smart lighting
installations that automatically adjusts the
brightness the light levels and the later use of
streets.

3. Environmental monitoring and sustainable
development. The IoT solutions enable the city
to react quickly to environmental challenges
and reduce the negative effect of urbanization
on the environment.

4. Smart buildings and infrastructure. The
concept of ‘smart’ housing complexes being
marketed by the Singapore government.

5. Public safety and health. The city operates a
video surveillance system with elements of
artificial intelligence, which analyzes the
flows of people and vehicles to identify
potential threats. IoT devices have been
introduced for remote monitoring of the
condition of patients, which allows for a faster
response to emergencies (Sim and Lee 2022;
Caburn Telecom 2023).

Let's consider recommendations  with
descriptions for improving regulatory support,
technical standards, and IoT implementation
strategies in smart cities:

1. Development of a single regulatory framework
for regulating IoT in urban infrastructure.
Effective implementation of ToT is impossible
without the creation of a comprehensive
legislative framework that would take into
account the peculiarities of the functioning of
distributed networks, data storage and
processing, as well as liability for cyberattacks
and information leaks (Sehgal, Saxena, and
Shah 2025).

2. Implementation of unified technical standards
for IoT platforms in cities. The state should
approve technical standards for IoT devices,
network protocols, data exchange formats and
security requirements. In particular, this will
ensure solution compatibility among vendors,
system scaling and lowering the cost of adding
new component to the existing infrastructure
(Soleimani  Borujerdi, Sanahmadi, and
Abdollahi Azgomi 2025).

3. Develop a national strategy for the safe
implementation of IoT in smart cities. Security
of such systems should be a thing to pay
particular attention to: the creation of threat
detection early systems, mandatory security

audits for critical systems, the introduction of

mechanisms for certification for IoT devices.

Close interaction among the state, cities,

technology companies and the public should

be provided by the strategy (Aga et al. 2024).
4. Introduction of public-private partnership

mechanisms for the development of IoT

infrastructure. The IoT development can be
supported by PPP’s creation and, therefore,
businesses can invest in such projects in
transparent conditions with the relief that the

expense will be covered and come with a

guarantee of return on the investment

(Omrany et al. 2024).

The novelty of the research lies in the proposal
to use IoT technology to transform urban systems
and related solutions in the context of
environmental innovation in the modern
economic environment. This approach is
considered an effective tool for optimizing the
environmental and socio-economic environment
of urbanized systems, positioning itself as one of
the leading concepts for achieving full
implementation of sustainable development
principles.

The approach proposed in the study can
contribute to solving the problem of reducing the
consumption of exhaustible resource potential,
ensuring preventive protection and regeneration
of the environment, stimulating the development
of economic entities and public-private
partnerships. The integration of ecological and
economic principles of ToT use in combination
with management incentives will enable the
implementation of a practical concept of rational
management of the urban environment and
natural resources.

Discussion

There is a degree of polarization in how loT
cybersecurity should be achieved. For instance,
(Aga et al. 2024; Sehgal, Saxena, and Shah 2025)
recommend that we should take the path of
decentralized protection, in particular through
block chain and distributed authentication system.
In fact, Kocomu (2021) stress that the
strengthening of state control of protection of
critical infrastructures and the formation of a
single system of cyber protection at the state level
is necessary.

Yermachenko (2023); Omrany et al. (2024)
focus on the positive effects. Chmyr et al. (2023)
draw attention to the risks of digital inequality,
when part of the population remains outside the
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scope of access to new digital services.
Comparison of the results obtained with the
studies of Chen et al. (2024); Zhang and Feng
(2025) shows that the response speed of urban
systems increases significantly due to the
introduction of edge computing and decentralized
data processing platforms. This is consistent with
our findings regarding the need to minimize
delays in critical areas — transport management,
security and environmental monitoring.

Of great interest are the results of Bhardwaj et
al. (2024) research on global trends in IoT
development for smart cities, where a trend is
noted to combine IoT with big data and Al to
provide predictive analytics. Our results confirm
this trend, as the combination of IoT and Al
turned out to be the most effective in predicting
traffic flows and managing energy networks.
However, the study revealed certain limitations.
In particular, the dynamics of [oT implementation
in different cities differ significantly depending
on the level of digital readiness, political will and
investment opportunities, which is confirmed by
the data of Guo, Huang, and Xu (2024); Sehgal,
Saxena, and Shah (2025).

Given the above, it is advisable to focus
further research on developing unified standards
for integrating IoT solutions into urban
infrastructure, as well as on creating adaptive
digital transformation models that take into
account the level of readiness of specific cities for
IoT implementation.

Conclusions

The implementation of IoT technologies in smart
cities creates fundamentally new opportunities for
monitoring, managing and forecasting urban
processes, ensuring the transition to flexible and
adaptive urban management systems. The data
obtained indicate that the greatest potential of IoT
is realized in the areas of transport, energy,
environmental security, which is partially
consistent with previous studies. The novelty of
the results lies in identifying critical factors for the
successful implementation of IoT at the municipal
level, in particular through the creation of
integrated platforms for collecting and analyzing
data in real time from many sources. The practical
significance of the study lies in the development
of proposals for harmonizing technical standards,
strengthening cybersecurity requirements and

forming a state policy for the digital
transformation of cities with the involvement of
the public and business. The study analyzed
mechanisms for ensuring sustainable
development of wurbanized areas through
environmental innovation measures, identified
the functionality of environmental monitoring,
and analyzed trends in its implementation through
IoT.

The study proved that the priority areas of
development in the field under investigation are
implementing a number of measures within a
single sustainable development strategy. The
proposed concept provides for the complementary
implementation of IoT elements to a sustainable
climate course and the increased efficiency of
renewable energy resources.

It is these innovative approaches that can
ensure the upgrade of the concept of urban
systems development. In this context, a new
discovery is the dependence of the energy
efficiency of cities and the environmental
sustainability of urbanized areas on the level of
integration of IoT tools.

At the same time, the limitation of this study
is the different availability and quality of data
from individual cities, which makes it difficult to
build universal models for assessing the
effectiveness of IoT solutions.

Further research should be directed at
developing adaptive scenarios, taking into
account the economic, technological and social
characteristics of each city, as well as at creating
methods for assessing the economic efficiency
and social impact of such technologies. Special
attention should be paid to studying the impact of
new generations of communication, in particular
6G, on the ability of IoT systems. Also, the
potential of blockchain technologies in the
context of urban development security deserves
due attention. The contribution of this study lies
in confirming the hypothesis that IoT
technologies are an effective tool for optimizing
urban systems.
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